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The recent wars in Afghanistan and Iraq have demonstrated the speed and sophistication of modern conflict and the essential role played by information.  Military forces have departed from the linear sequences that characterized the 1991 Gulf War and the Kosovo air campaign of 1999. The new “rapid decisive operations” (RDO) achieve victory by attacking the enemy’s coherence and ability to fight.
  Effects-based operations (EBO) aim at delivering specific impacts on an adversary’s key nodes and vulnerabilities.
 We expect these two types of operations to become the norm for conflicts waged by 21st-century Western forces.
  Although many of the missions associated with RDO and EBO have historically been conducted by special operations, this is no longer the case, with conventional forces adopting new techniques and commanders demanding more speed and flexibility from them.

Special operations and information operations are both important aspects of modern military practice in peace and war.  To accommodate new forms of operations, force generation and combat development in the West are aiming to make conventional forces more like their special operations counterparts: “…lighter, faster, more precise, coherently joint, and politically astute.” 
 The success of any “special” force in a future joint task force will depend on its ability to integrate with transforming conventional forces while preserving its unique and critical capabilities as a special force.

Special operations forces are well equipped and make extensive use of specialized weapons technology.  We believe, however, that more attention should be paid to the support that information operations (IO) can provide.  This chapter examines the contributions that IO can make in the typical phases of missions conducted by special operations forces, and to combat power in general.  Conversely, many of the missions typically associated with special operations forces can be conducted in support of IO to accomplish strategic aims; for example, we can imagine infiltration of enemy territory to destroy a communication link, to implant a listening device, or to tamper with computer equipment.  

INFORMATION OPERATIONS


Information Operations are defined as “actions taken in support of political and military objectives which influence decision makers by affecting others’ information while exploiting, or fully utilizing, and protecting one’s own information.”
  This definition is very broad, and an argument can be made that virtually all operations are information operations because every operation gathers information about military adversaries, civilian populations, and other parties.  Discussion of IO in this chapter is restricted to those operations that are conducted with the explicit purpose of affecting others’ information while exploiting and protecting one’s own.

Forces capable of special operations, like Canada’s JTF 2, are highly trained and operate in an environment that requires a high level of operational security.  One of the tenets of information operations is the protection of information.  The information derived from such operations, and the IO assets and operations themselves, are often very sensitive and are protected in a “close-hold” security environment.  This is well recognized in Canada, where a special category of IO, termed Special Information Operations, hashas a more stringent process for review and approval because these operations are of a sensitive nature, have significant potential impact, have special security requirements, and may pose risks to national security.
  Therefore, operations involving sensitive IO assets are not possible within the context of the larger joint force, but are the purview of special operations forces.

In American doctrine, IO encompasses a wide range of disciplines, as shown in Figure 1. Just as some countries do not include civil affairs and psychological operations in their consideration of special operations, so it is common outside American doctrine to treat public affairs and civil affairs as separate disciplines, although they contribute to the conduct of information operations.  This chapter focuses on the contributions that signals and electronic capabilities can make to special operations, particularly offensive and defensive IO.  The arguments, however, can be applied equally to other disciplines, such as civil affairs, public affairs, and psychological operations.   

Figure 1 – Information Operations Disciplines

Offensive IO include those actions taken to influence enemy decision-makers.
  The aim of operations is to prevent the adversary decision-making process from achieving its desired results. Conversely, defensive IO are the actions taken to protect one’s own information so that friendly decision-makers can have timely access to necessary, relevant, and accurate information.
  This will include actions taken to minimize the effect of the adversary’s offensive IO on friendly decision-making processes. To achieve this, defensive IO have three distinctive elements: protection, defensive counter-IO, and offensive counter-IO.  Protection aims at protecting the most important elements of friendly information from enemy efforts to disrupt them.  Defensive counter-IO responds to enemy attacks and aims to restore friendly information that may have been affected by enemy actions.  For example, we might protect our strategic communications by hiding them in Internet chat-rooms, counter enemy attacks defensively by encoding or shifting channels.  Offensive counter-IO might involve identifying enemy communications experts and hiring them (or killing them).

While Figure 1 represents a generally accepted classification of IO, a few aspects transcend this taxonomy because they are applicable to all IO.  Both Signals Intelligence (SIGINT) and Computer Network Operations have important applications for special operations.  

NATO defines Signal Intelligence as the intelligence that is derived from electromagnetic communications and communications systems, as well as electronic non-communications systems, by other than intended recipients or users.
  Signal intelligence may be able to acquire information by such means as eavesdropping on communications that pass freely through the radio frequency spectrum or targetting specific points of interest in communications and computer networks.  Information can be gathered by examining and extracting information-content from the text of an intercepted message, or by examining the characteristics of the communication medium.  For example, in radio-frequency direction finding, even though it may not be possible to understand the meaning of an encrypted radio communication, the location of the sender may be determined from observed radio-transmitter activity.

Since the capabilities of signal intelligence systems are classified, only concepts are discussed here.  Some capabilities may already exist, while others have useful operational potential and so may be worthy of development.  Virtually any communications media in use by an enemy can theoretically be exploited.  These might include military radio nets, copper and optical-fibre cable networks, microwave communications trunks, and commercial telephone and cell-phone networks.  Depending on the theatre of operations and the nature of the enemy force, the target communications systems might be either localized within a well-defined theatre of operations or truly global in nature.

Computer networks are present in every aspect of modern life, including military operations, and they play an especially important role in IO. The term “Computer Network Operations” (CNO) is used to represent all aspects of computer-related operations, but they have three distinct components: defence, attack, and eploitation.

Computer network defence (CND) comprises all aspects of the protection of computer networks, including the actions described above to protect information systems.  CND must defend against any type of attack.  It also involves monitoring computer use, analyzing their operating characteristics in order to detect and respond to unauthorized use, and monitoring other information technology resources; for example, an enemy might use a hand-held computer to transmit a virus to a computer network, by synchronizing a calendar entry through an infrared port.  CND is so important that it is considered a core IO capability and is actively practised by the Canadian Forces. 

Computer network attacks (CNA) are an aspect of computer network operations that are directed at the enemy.  They aim to disrupt, deny, degrade, or destroy information resident in information systems, or the information systems themselves. CNA can involve everything from viruses to power surges and cutting cables.  Computer network exploitation (CNE) is aimed at gathering data about the enemy through analysis of their information systems or computer networks.  Analysis can be accomplished through a combination of intelligence collection or operations aimed at information-gathering. This kind of exploitation may be particularly well-suited to support special operations through provision of background information for a mission.  Similarly, special operations may be used to infiltrate protected areas, plant devices, or otherwise support CNE. 

HOW IO CAPABILITIES SUPPORT SPECIAL OPERATIONS

IO capabilities and activities can support special operations in a variety of ways.  The most obvious and traditional support is in the form of intelligence products derived from IO, which can be used to provide an understanding of the enemy’s capability, order of battle, and disposition.  A special operations force requires this information both at a strategic level and within a specific tactical context.

The special operations force itself depends upon the integral communication and information assets it employs and upon the assets of the units that directly support the mission.  These assets – communications systems, computer networks, and sensors – are vital and must be defended against attack and exploitation by the enemy.  The.  Specialized IO protection techniques and defensive counter-IO are therefore important elements of the mission.  

IO capabilities can be used to shape the battlefield in order to permit a mission to be conducted under favourable circumstances.  An IO might be used to modify the behaviour of the enemy to create an opening for a special operation, perhaps by creating a virtual diversion, disrupting systems to occupy enemy command and control.  Alternatively, degrading the command and control systems of the enemy might delay or nullify a response to our actions.  Another approach might be to disrupt or compromise a communications channel, in order to shift enemy communications to a channel that can be more easily exploited to glean information relevant to our mission.  Information might be manipulated to force the enemy to react, revealing defensive capabilities and tactics in use.  Finally, the enemy might be induced to deploy from garrison to field positions at a time that provides an opportunity for special forces to exploit a vulnerable position.

IO capabilities can be used in targetting.  Information can be collected to help us understand the vulnerabilities of a possible target.  What frequencies is the enemy using? Where are the most active nodes?  It can also provide real-time target information.  Telephoning a key leader on his cell phone, then using a frequency-riding missile to locate the cell phone is an example of smart targetting.  It is also something not yet within the scope of conventional forces and standard equipment.  Using IO to support a mission may require specialized equipment and highly trained personnel who may have to be attached to, or become integral to, a special organization, which might train for weeks or months for a particular mission.   

We now consider IO capabilities in the context of special operations. The list of primary and collateral special operations provided by Maloney in Chapter Ten is a good starting point.  Information Warfare (IW) or Command and Control Warfare (C2W) are included, but not civil affairs or psychological operations.  IW/C2W is an emerging special operations forces mission that involves the exploitation, dominance, or destruction of an enemy’s information systems while maintaining the integrity of our own against attack.


Direct action comes readily to mind when we consider special operations.  The mass media images of black-clad super-warriors carrying an impressive array of weaponry on secretive missions “behind enemy lines” are firmly fixed in the public imagination.  However, other primary missions such as special reconnaissance, unconventional warfare, combatting terrorism, and counter-proliferation are also important special operations.  The remainder of this chapter shows how IO can contribute to the success of these missions.

EXAMPLES – FROM OBJECTIVE SELECTION TO MISSION ASSESSMENT

Our examination of the aspects of special operations that would be well served by improved IO support is based on a typical targetting process consisting of five phases: Objective Selection, Target Development, Execution Planning, Mission Execution, and Mission Assessment. 
  For each of these phases, we suggest potential contributions at the strategic and tactical levels, offering scenarios that illustrate some of the ways IO can contribute to the effectiveness of special operations.  Examples at the tactical level address the deployment of the special operations units or task forces, while those at the strategic level examine the contributions that IO can make to higher commands and national objectives. 

Objective Selection


As the basis of the targetting process, the first task is to select the objective that is to be accomplished.  Objectives are selected at the highest possible level of the organization because they must support the commander’s aim.  

CNA to gain information in counter-proliferation operations provides an example of IO support at the strategic level.  The commander must have accurate information and timely warning of threats, including nearly real-time knowledge of the movement of WMD that are to be intercepted or attacked.  Relevant indicators may come from a variety of sources; for example, analysis of logistic information may reveal patterns of parts delivery or other activity that indicates WMD assembly or support.


Computer network exploitation can also help with selecting objectives.  Although WMD disposition would be a closely guarded secret, information about status might be derived from enemy computer networks.  CNE can permit the analysis of these networks and provide commanders with intelligence for timely decisions.  CNE can assist in inferring changes in the status and location of WMD.  Special forces might then attack completed weapons directly or interdict logistics support for WMD construction efforts.


An example of tactical IO support for selection of objectives in special operations can be found in unconventional warfare.  SIGINT can be used to identify additional targets on the way to a main objective.  In unconventional warfare, planning resources will be limited because small special forces work closely with indigenous forces, often isolated from support for prolonged periods.  Direct support from SIGINT can intercept radio or telephone signals, to help a local commander select the objectives that will have the greatest impact.  It may not be possible to determine in advance what kind of SIGINT will be most helpful, so the ability to generate new SIGINT tasks in support of their mission as it evolves would be a significant asset.

A special operations force involved in unconventional warfare may have to maintain a covert presence in its area of operation for some time.   Intermediary targets are selected to accomplish the main objective, and other enemy elements are identified and tracked to help the special operations forces remain undetected.  The force must be able to gather information about its tactical environment throughout the mission, a role in which SIGINT can be very effective.  Monitoring enemy tactical communications can help special operations forces determine if enemy elements threaten to discover them and can give warning of new threats.  Even if it is not possible to read message communications, direction-finding can help track the movement of enemy elements through their electro-magnetic emissions.

Target Development

Once the objective has been set, the means to accomplish the commander’s aim is refined by the selection of potential targets.  Adversary systems and installations are assessed to analyze their vulnerability to attack and to determine their importance to the enemy.  This analysis helps to determine which targets should be attacked and the extent of desired damage to the targets.  The latter is used to evaluate the success of the mission.

A strategic application of IO to target development involves using computer network defence to learn about enemy information systems.  We know that a variety of attacks are possible on military networks and that these attacks have been taking place for years.
 CND is what we do to protect our information systems from these attacks.  As we conduct the defence, we learn about the techniques and tools used by adversaries in their attempts to disrupt or destroy friendly technology.  Over time, information gathered through CND reveals trends in the technology and assets used by adversaries.  These assets are potential objectives for friendly offensive IO.  We can learn about the importance of particular assets through probing CNA, or we might launch a special IO mission.  For example, CND may detect a covert enemy facility compromising friendly command and control networks.  It may provide enough information to permit the facility that is to be identified and targetted.  A raid may be mounted to disable the facility and capture the enemy operators.  Capture denies the use of a valuable asset, and questioning the captives may disclose the extent to the compromise.


A tactical application of target development might involve SIGINT to support law enforcement during collateral activities.  Special operations units may be involved in counter-drug operations or border protection.  Organized criminal elements operating outside Canada or along our borders use a wide variety of technologies to communicate, including radio, telephone, and cell phone.  SIGINT helps to identify key players and critical installations, both of which can become targets for forces involved in collateral activities.

Execution Planning


Once targets have been selected for attack and the desired effect on these targets has been determined, units and task forces can be assigned the mission of engaging these targets and must then plan for execution. Both special and conventional forces will be employed, and they will make extensive use of information.


Defensive IO to ensure the secrecy of the mission is an example of important strategic support.  All forces must be able to rely on operational security to ensure hat their plans and information about friendly forces are not disclosed to the enemy.  Special operations units and forces have an even greater need for operational security because they are often called upon to work in hostile or denied territory or in politically sensitive environments. This is particularly true for special reconnaissance, unconventional warfare, and collateral activities, but it is also increasingly important as we begin to work in more diverse teams.  Sharing information across organizational boundaries – between military and police, for example – creates new opportunities for exploitation and thus increases the importance of defensive IO.


The Protect function (part of defensive IO) is exercised to protect the special operations forces from the enemy’s attempt to disrupt or exploit friendly information.  It can provide the friendly special operations commander with assurance that information resources can be relied upon in planning the mission and that the enemy is not using IO techniques to compromise the systems in use by friendly forces and supporting units.  The commander may also be assisted by offensive IO.  It may be possible to deceive the enemy into drawing erroneous conclusions about the mission’s true objectives.
  Information gathered and analyzed during computer network operations may also make it possible to physically destroy enemy assets that might interfere with the mission.


IO can help plan the execution of a mission.  A tactical application in support might involve fixing the location of targets through the Internet during special reconnaissance.  A special force equipped with IO assets may be able to locate the source of specific communications.  This capacity would allow the special operations unit to fix the location of its targets and to plan special reconnaissance operations, such as the emplacement of sensors.  With the right IO assets, it may be possible to identify and fix the location of a target that is using almost any communications system.  It is clearly possible to do this for targets in a mobile conventional military environment, using military radio networks.  It is also theoretically possible in the case of unconventional enemy forces using commercial telephone, fax, cell-phone, and satellite-phone services.  It may be possible to fix the location of targets using computer networks through the World Wide Web and Internet to communicate.  The extent of IO capabilities in this area is classified, and the existence of any particular capability is hypothetical, but the potential for such a capability has important implications for developing special operations concepts and doctrine and will influence the ability of IO to support special operations.

Another tactical application of IO to support planning a mission might involve computer network attack to force the enemy onto more exploitable communications channels by denying or compromising the preferred means.  CNA can be used to help gather information about the target of a special operations mission.  For example, imagine collateral operations targetting organized crime.  CNA against the computer network might force the organization to communicate by telephone, making tapped telephone lines much more productive and thus increasing the amount of information available to friendly forces.

Mission Execution


During the execution of the mission, special operations forces will be able to make use of information operation assets in a variety of ways.  Deception (an Offensive IO) could be used to increase forces’ ability to go undetected.  A superior commander may decide to mount a conventional Direct Action to divert the enemy’s attention away from the special operation.  

As a mission is being executed, it may be necessary to verify the location of the target.  SIGINT can provide immediate assistance; by tracking the electronic signature of a target, it can improve the force’s ability to confirm the target location.

Mission Assessment


Once any operation has been conducted, its effectiveness must be assessed.  In some cases, this can come only from the force conducting the operation.  For example, a direct-action mission requiring the capture of an enemy combattant is assessed by the return of the force with the captive.  Other missions will have less well-defined indicators of success, and IO can be an important asset in making an assessment. SIGINT elements can track a particular electronic signature, for example: while the absence of a signature is not proof that the target has been destroyed, its presence can be an indicator that the target is still operating.

Computer network exploitation and SIGINT can also make a strategic contribution.  After a mission has been executed, SIGINT analysis of intercepted enemy communications may reveal whether the mission had the desired effect on enemy operations.  CNE can serve the same purpose by assessing the impact of an attack on a computer network.

THE COMBAT POWER OF INFORMATION OPERATION 

The majority of this chapter has been devoted to the contributions that IO can make in support of special operations.  However, now that IO is an integral part of a modern force’s combat power,
 there are two additional aspects of the relationship between special operations and IO that must be considered.  First, special operations forces can take a very active role in supporting IO; second, IO assets can be used to carry out special operations.  

The use of special operations forces in support of IO is so important that IW/C2W is recognized as a primary mission for special operations forces.  They can be used to emplace or recover listening devices or sensors in computer networks or other communications systems.  They can be used to capture enemy information systems for analysis, and they can physically destroy enemy IO assets.


The disruptive power of IO has long been recognized; for example, electronic warfare assets have been used in support of military operations since the Second World War, as in jamming enemy communications or radar facilities in support of an attack.  Modern information systems, however, are reaching the point where they can be used as means of carrying out operations, not simply supporting them.  CNA can be used to conduct information warfare.  If the objective of an attack is the destruction of the information contained in an enemy database or on a particular server, the friendly IO force will need information about the computer network where this server resides, as well as the CND techniques being employed by the enemy.  [Does this imply help by special forces to find this out???  Otherwise, I’m not sure why this paragraph is part of this section.] ]By fully exploiting the enemy computer network, CNE can help to identify critical intermediary targets on the network that will enable the friendly force to reach the server or to remove evidence of its attack.

CONCLUSION


Many advocates of special operations argue that they provide a cost-effective solution to difficult operational problems.  Special operations are an important aspect of modern conflict, and their significance will probably grow with the increasingly asymmetric nature of warfare.  Information operations provide vital tools to support special operations across the entire spectrum of their activities, from selecting objectives at the highest level to assessing the impact of a mission at the lowest level.  It is hard to imagine complex modern special operations being conducted, whether by military forces alone or by multi-agency teams, without competent information support.  Developing skilled information operators and keeping abreast of technological change will be a challenge for special operations, one that will only be made more daunting by the need to work across national and organizational boundaries.


Given the current American efforts to achieve information supremacy, we should expect that the relationship between special operations and information operations would become even stronger in the future. Information operations contribute to combat power in their own right.  They will play an increasingly important role in future military operations, and as this happens other forces will surely become more closely involved with and more dependent upon effective information operations.
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